
Privacy Policy
Last updated: 11/13/2025

This  Privacy  Policy  explains  how  AuthWall ("we",  "our",  "us")  collects,  uses,  and  protects  your
information  when  you  use  the  AuthWall  mobile  application  (the  "App").  We  are  committed  to
safeguarding your privacy and ensuring transparency.

By using the App, you agree to the practices described in this Privacy Policy.

1. Information We Collect

AuthWall  is  designed  with  a  privacy-first  approach.  We  collect  only  the  minimum  information
necessary to operate and improve the App.

1.1. Information You Provide

We may collect the following information when you interact with the App:

Email address (only if you contact us via support)
Crash reports or diagnostics (optional, if enabled by your device settings)

The App does not require you to create an account.

1.2. Automatic Information

Depending on your device settings, we may automatically collect:

Device type and OS version
App version and usage data
Anonymous analytics (if enabled)

We do not collect personal identifiers such as your name, phone number, or address.

1.3. Sensitive Security Information

To provide the App's security-related functionality:

Two-Factor Authentication (2FA)

The App stores your authentication secrets locally on your device only.
We do not collect, store, transmit, or access your 2FA keys or codes.

Email & Login Leak Analysis

Your email address is processed locally for sending to breach databases.
We do not store your email or login credentials.
We do not access your passwords.
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Wi-Fi Security Analyzer

Wi-Fi network metadata (SSID, encryption type, security level) is processed locally.
We do not collect or store your network traffic.
We do not collect MAC addresses or device identifiers.

AI Security Assistant

Queries you send to the AI assistant may be transmitted to our AI service provider for
processing.
These queries may include security-related information you choose to share.
We do not store AI queries unless needed for debugging or improving the service.

2. How We Use Your Information

We may use collected information for the following purposes:

To operate and improve the App
To diagnose technical issues
To provide customer support
To enhance safety and security features
To comply with legal obligations

We do not use your data for:

Advertising
Tracking you across apps or websites
Selling or renting your data

3. How We Store and Protect Data

Your security is our priority.

3.1. Local-Only Storage

2FA keys and Wi-Fi scan data are stored locally on your device.
Removing the App permanently deletes this data.

3.2. Cloud Storage (If Applicable)

We do not store personal data in the cloud unless you explicitly send us information via:

Customer support email,
Diagnostic logs.
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3.3. Security Measures

We implement industry-standard protection:

Encryption in transit (TLS)
Secure local storage methods
Restricted employee access

No system is 100% secure, but we take all reasonable steps to protect your information.

4. Data Sharing and Disclosure

We do not sell, rent, or trade your personal information.

We may share data only in the following cases:

4.1. Service Providers

We may share limited technical information with trusted partners who help us:

Provide AI processing
Analyze performance
Improve stability

Partners are contractually obligated to protect your data and comply with GDPR/CCPA where applicable.

4.2. Legal Requirements

We may disclose information if required by:

Law enforcement
Government authorities
Court orders

We will only provide the minimum necessary information.

4.3. Business Transfers

If AuthWall is acquired or merged, non-sensitive operational data may be transferred. 2FA keys, Wi-Fi
data, and leak analysis data are not stored by us and therefore cannot be transferred.

5. Your Privacy Rights

Depending on your region, you may have rights under GDPR, CCPA, or other laws, including:

Right to access your data
Right to correction
Right to deletion
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Right to restrict processing
Right to withdraw consent

To exercise any of these rights, contact us at support\@authwall.click 

6. Children's Privacy

The App is  not intended for children under 16 years of  age.  We do not knowingly collect  personal
information from children. If you believe a child has provided us data, please contact us.

7. International Transfers

If  you  are  located  outside  our  primary  operational  region,  your  data  may  be  processed  in  other
countries. We ensure such transfers meet all applicable legal requirements.

8. Third‑Party Services

The App may use third-party tools, such as:

AI processing APIs
Analytics tools
App store payment systems

Each third-party service is governed by its own privacy policies. We encourage you to review them.

9. Data Retention

We retain data only as long as necessary for the purposes described in this Policy.

We do not retain:

2FA data
Wi-Fi scan data
Email/password information from leak checks

These remain solely on your device.

10. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. Changes will be posted within the App with an
updated "Last Updated" date. Continued use of the App means you accept the updated Policy.
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11. Contact Us

If you have questions, concerns, or requests related to this Privacy Policy, you may contact us at:

support@authwall.click

By using AuthWall, you acknowledge that you have read and understood this Privacy Policy.
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